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EXECUTIVE SUMMARY

This deliverable gives an overview of the developments in WP3 during the first 18 months of
the project. WP2 are normal operations developments (add testbeds, fix bugs, small features,
etc). WP3 is focussing on larger new functionality.

WP3 consists out of the following tasks, which are also the sequence of sections in this
deliverable:

e Task 3.1 is focussing on SLA and reputation for testbed usage

e Task 3.2 is focussing on Experiment-as-a-Service (EaaS), data retention and
reproducibility of experiments

o Task 3.3 is targeting Federation monitoring and interconnectivity
e Task 3.4 works on Service orchestration and brokering
o Task 3.5 researches ontologies for the federation of testbeds

e As described in D3.3, the following extra developments have been made based on
demands of users, tool developers and testbed owners:

o New user account portal with OAuth
o Atool (for the Fed4FIRE.eu website) to allow to more easily chose testbeds

o An automated setup for openstack with Fed4FIRE tools

. Co-funded by the Horizon 2020
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1 INTRODUCTION

This deliverable gives an overview of the developments in WP3 during the second 18 months
of the project. WP2 are normal operations developments (add testbeds, fix bugs, small
features, etc). WP3 is focussing on larger new functionality. D3.2 described the developments
during the first 18 months of the project.

WP3 consists out of the following tasks, which are also the sequence of sections in this
deliverable:

e Task 3.1 is focussing on SLA and reputation for testbed usage

e Task 3.2 is focussing on Experiment-as-a-Service (EaaS), data retention and
reproducibility of experiments

e Task 3.3 is targeting Federation monitoring and interconnectivity
e Task 3.4 works on Service orchestration and brokering

e Task 3.5 researches ontologies for the federation of testbeds

) Co-funded by the Horizon 2020
© 2017-2021 FED4FIRE+ Consortium Page 11 of 91 Framework Programme of the European Union
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2 NEW USER ACCOUNT PORTAL

A new user portal for the user accounts and project registration has been brought online at
https://portal.fed4fire.eu.

€« C & portalfeddfirecu mx o« 2@

Fed4FIRE Testbed Portal Home  Documentation Login  Sign Up

Fed4FIRE Testbed

Portal

What is this Portal?

This Fed4FIRE Testbed Portal provides accounts for accessing testbed resources.
The testbeds can be used to execute experiments. The accounts offer access to a
large federation of 100 testbed locations.

Am | allowed to use testbed resources?

Most testbeds have an open access policy (which can differ from testbed to
testbed) for researchers, industrial researchers, educators, and students. After
approval of your account, you can start experimenting directly with basic tutorials
which are available for all testbeds. The accounts are approved by a human, so it
can take a couple of hours before you receive the confirmation mail for your
account. More details can be found in our Terms and Conditions

Cefting support

For help, bug reports, or other gquestions, come join the Discussion Forum.

Figure 1: New https://portal.fed4fire.eu portal

The main benefits from the new portal are the following:

Better Fed4FIRE branding and look&feel (see above screenshot)

More user friendly portal (e.g. to invite people to a project or for student classes)
Better and more clear flow for approval of terms and conditions and GDPR terms
Possibility to use edugain login for academics (=university home account)

Extra information is gathered for the user accounts and is put in the user credential to
make it possible for testbeds to allow more fine-grained access

Logging for auditing

Better statistics are possible on the usage of the testbeds

o OAuth API to make it easy for other (web-based) services to use the same account
base

) Co-funded by the Horizon 2020 -
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2.1 USER FRIENDLINESS AND MORE CLEAR FLOW

When signing up for a new account, the new steps are now clearly shown at the top and it is
also clearly shown that you can use your academic login or create a local account. We do ask
also extra information on the user type (Student, Academic researcher, industrial researcher)
as this can make a difference for testbeds to accept experiments of these users (e.g. academic
research can use more resources than a student, industrial researches are limited in resource

use for free, etc.).

Fed4FIRE Testbed Portal

Sign Up

@ Create a User Account 27| Terms and Conditions

Use my academic account

_
I}

GHENT
UNIVERSITY

Ghent University
prenes Universiteit Antwerpen

PN
! I I I Other institution

Home Documentation Login Sign Up

222| Create or Join Project = | Wait for Approval

Create a new account

Username

Password

Repeat Password

E-mail

First Name

Last Name

I'm a:

+ O Student (towards a master grade)

* ) Academic Researcher (PhD, academic projects, etc.)
+ O Industrial Researcher

Company or Institution
City

Country

Create an account

Figure 2: User friendly sign up form and edugain academic login

© 2017-2021 FED4FIRE+ Consortium
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I'm a:
s |* Student (towards a master grade)

I Academic Researcher (PhD, academic projects, etc.)

Industrial Researcher

You probably don't need to create a separate
account!

If you have an account at an academic institution, you can
login directly with your academic credentials.

Figure 3: When selecting academic user type, it is suggested to use the edugain login

| have an academic account

Login met 1 QA
Universidad de Ledn g
- A
Universidad de Navarra Universidad
de Navarra
Universidad de Salamanca 'NIVERSIDAD
{BSALAMANCA
Universidad de Sevilla ,_g
Universidad de Valladolid M -
>
o)

Figure 4: Edugain institute choser

. Co-funded by the Horizon 2020 -
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2.2 TERMS AND CONDITIONS AND PRIVACY

The sign up sequence has now also a clear overview of the terms and conditions and privacy
policy. The Fed4FIRE terms and conditions can be found at https://fed4fire.eu/terms.

As Fed4FIRE is no legal entity at this moment, and this new portal runs in the imec datacentre,
the imec privacy policy is used (https://www.imec-int.com/en/privacy-statement).

Fed4FIRE Testbed Portal Home  Documentation Login  Sign Up
@ Create a User Account @ Terms and Conditions 292 Create or Join Project X | Wait for Approval

To use this service, please read and agree to the following policies:
[ | Agree to the Fed4FIRE Terms and Conditions

| have read the imec Privacy Policy and | consent to imec using my personal data to create
[}
Fed4FIRE credentials for single sign on to Fed4FIRE testbeds

Figure 5: Clear overview of terms and conditions and privacy policy

) Co-funded by the Horizon 2020 -
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2.3 NEW PROJECT REQUEST

If people ask for a new project, we do ask extra information: which testbeds they want to use
(so we can inform the right testbed owners) and how they heard about Fed4FIRE. New projects
always need to be manually approved by a portal administrator. Even if the account comes
from an edugain institute, we still verify the project request manually.

Fed4FIRE Testbed Portal Home  Documentation Login  Sign Up

Sign Up

Create a User Account Terms and Conditions = Create or Join Project = | Wait for Approval

Project

) Join an existing project ® Create a new project

Project Title

Project Name

Short alphanumeric name

Description

Ed

Please give some background information on your project: what experiments you intend to perform,
the intended duration of the project, amount of resources needed, etc

Which testbeds do you intend to use?

If unsure, please mention what type of hardware you need for your experiment

How did you hear about us?

Create or Join Project

Figure 6: New project request form asking for which testbeds to use and how they heard about
Fed4FIRE

) Co-funded by the Horizon 2020 -
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2.4 PROJECT APPROVAL

As before, the approval process is the same. The imec administrators approve manually the
Pls/new project requests. After that, the Pls of the project are responsible for approving users
in their projects.

Fed4FIRE Testbed Portal Home  Documentation Login  Sign Up

Your registration was successfully processed.

Please verify your email address 'brecht.vermeulen@ilabt.imec.be’ by clicking on the link in
the verification mail.

After clicking on the verification link, your request for a new project 'bvermeu4' will be
processed manually. This typically takes 1-2 business days.

Return to the homepage

Figure 7: Final step: approving email confirmation and waiting for administrator approval

) Co-funded by the Horizon 2020 -
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2.5 PORTAL DASHBOARD AFTER APPROVAL

The screenshot below shows the dashboard a user sees after login. It is a quick overview of
the projects the user is member off, the user profile, the last experiments and the possibility to
download the PEM certificate for use in other tools.

Fed4FIRE Testbed Portal Projects  Experiments  Documentation  Logout

A
liil

M Ovendew Projects
%2 Projects
» [T bvermeu2 &
> testwimthijs Role: 2% Lead
bvermeu2 %% Members: 1
> rsporto
&) Active

A Experiments

AL Full name: Brecht2 Vermeulen

g Company: Ghent University teStW|mthUS 4
© Location: Gent, Belgium Role: 2 Lead
B Email: %% Members: 4

brecht.vermeulen@atlantis.ugent.be

&
& Edit Profile rsporto

Role: %2 Lead
522 Members: 21(+ 2 pending)

&+ Request to join a project %2 Request a new project

£ Change Password

Experiments

dtest] |Epied]

<% Created: 2020-03-04 15:39 CET
<l Expiring: 2020-03-04 17:39 CET

it Slivers: 0

Login Certificate

Your login certificate is valid until 2021-01-2115:03 CET

& Download Login Certificate (PEM) _

Figure 8: Dashboard after approval of the account
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2.6 PER PROJECT FUNCTIONALITY

The dashboard per project shows the current members and their role (lead, admin, member)
and the number of experiments in that project.

It contains also an invite url to easily invite other users and it is possible to change this in an
auto-approval (random) url, e.g. for class exercises where you expect many students at once.
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Figure 9: Dashboard after approval of the account
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D3.4: Developments for the second cycle

2.7 DASHBOARD EXPERIMENT OVERVIEW

In the below screenshot you can see how the user sees the list of expired and running
experiments and the following functionality is present:

e Possibility to download request and manifest rspec (to rerun an old experiment e.g.)
¢ Running experiments: possibility to open directly in jFed by clicking a button
e Easy filter, sort and search functionality
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Figure 10: Dashboard showing expired and running experiments
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