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Abstract— In this paper, we present an experimental set-up 
reproducing a convergent 5G service scenario spanning over 
SDN-based Edge network, Cloud and IoT domains. To address 
reliability and robustness requirements of future 5G networks, 
the set-up also includes an SDN orchestrator able to adaptively 
provision data delivery paths connecting service components 
running in those different domains. In particular, we demon-
strate SDN orchestration capabilities in adapting data paths 
across IoT, Cloud and network domains based on the real-time 
load state of switches thereby recovering from congestions and 
assuring reliable data delivery services.  

Keywords—5G, Cloud/Fog Computing; Internet of Things; 
SDN; NFV; Orchestration; Service Chains, Edge Networks 

I. INTRODUCTION  

Over the last decades, legacy telecommunication infra-
structures evolved into multi-layered heterogeneous plat-
forms, with each layer managed by technology-specific 
OSSs/BSSs. Today, the business sustainability of such infra-
structures calls for their evolution towards more flexible and 
programmable networks and service platforms capable of 
facing highly dynamic and changing service scenarios result-
ing from the application of the digital technology in all as-
pects of human society and business process, i.e., Digital 
Business Transformation [1]. Telco operators are realizing 
that the Softwarization of Telecommunications – and several 
other Industries – will be the natural next step of this Digital 
Transformation. Software Defined Networking (SDN) and 
Network Function Virtualization (NFV) are considered today 
two of the most promising enabling technologies to achieve 
the Softwarization of the telecommunication infrastructure 
[2]. Softwarization will allow decomposing the network and 
service functions into a set of software tasks to be executed 
according to a dynamically specified workflow, i.e., dynamic 
service chaining. Central Offices will become like Data Cen-
ters (DCs) offering virtualized network functions running on 
Virtual Machines (VMs) and elastically handling the traffic 
of the delivery, control and monitoring of data for specific 
network services (e.g., broadband access) [3].  

There is an overall consensus that Next Generation Net-
works (i.e., 5G and beyond) will look like distributed clouds 
deployed in small/medium DCs, interconnected through ul-
tra-low latency (radio and wired) connections, and capable of 
executing any software process or application while dynami-
cally meeting Customers’ needs. As a matter of fact, already 
today we are witnessing a growing diffusion of Internet of 

Things and Machine to Machine communications that are 
also creating a new generation of non-human Customers’, 
such as Robots, Avatars and any sort of Artificial Intelli-
gence applications. At the same time we are witnessing a sort 
of convergence of technology trajectories of Cloud, Edge and 
Fog Computing with SDN and NFV [4].  

 On the other hand, the envisioned scenarios imply higher 
and higher levels of management “complexity”: in fact, ra-
ther than managing sets of homogeneous physical nodes and 
systems, it will be necessary allocating and orchestrating a 
huge number of software tasks, logically intertwined and 
dynamically moving. This “complexity” definitely outstrips 
human control and operational ability and can be tamed only 
by exploiting real-time Operating Platforms based on com-
plex adaptive methods and systems, and supporting integrat-
ed management, control and orchestration functions across 
different domains of resources, i.e., Fog, Cloud/NFV and 
Edge Network infrastructure domains, also including Termi-
nals. In particular, real-time Operating Platforms should pro-
vide capabilities of collecting, filtering and elaborating the 
infrastructure Big Data (e.g., logs, alarms, status, and data) 
aiming at “closing the loop” and making Big Data truly “ac-
tionable”. Indeed, adaptive operations and dynamic provi-
sioning of services need to be triggered according to the ever 
changing availability status of the infrastructure to assure 
proper user service experience despite the concurrent usage 
of underlying resources [5][28].  

This work describes an experimental set-up reproducing a 
convergent 5G service scenario including both Cloud and 
IoT resource domains interconnected through an SDN net-
work. SDN capabilities are also deployed within Cloud and 
IoT domains to exploit network programmability among 
virtualized functions and sensors, respectively. Moreover, the 
experimental set-up includes an SDN-based orchestrator able 
to dynamically adapt data delivery paths based on the current 
availability status (i.e., load) of network switches and links. 
Such path adaptation feature can be considered part of the 
orchestration capabilities of a real-time Operating Platform 
for 5G addressing reliability and robustness requirements of 
future 5G networks across IoT, Cloud and Edge Network 
domains. Finally, an experimental validation is presented 
aiming at demonstrating path adaptations triggered by con-
gestion events at switches to assure proper level of data de-
livery services despite the concurrent usage of resources.  
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II. RELATED WORKS 

 While complying with the Network Operating System 
(NOS) concept, i.e., platform-independent network abstrac-
tion and programmability, SDN plays a key role in harmoniz-
ing the control of network resources and data delivery ser-
vices across different resource domains [6]. Indeed, SDN has 
been considered as a promising technological solution either 
in Fog (i.e., IoT), Cloud/NFV and Edge network domains. 
Within Cloud DCs, SDN has been mostly used to effectively 
implement traffic management and engineering solutions 
aiming at lower hardware costs and increase efficiency in the 
network service delivery in the cloud [7][8][9]. Recently, 
SDN control plane solutions have been also demonstrated for 
dynamic NFV deployments in the cloud [10]. In [11] a NOS 
for the IoT is presented based on SDN principles and lever-
aging the OpenFlow protocol (OF) while taking into account 
specific features of IoT components, e.g., wireless sensor and 
actuator networks. The usage of SDN at the Edge is gaining a 
great momentum as more network programmability and flex-
ibility is needed closer to the Customers [4]. However, none 
of those works address SDN orchestration solutions involv-
ing both cloud, IoT and Edge network domains as this work 
does from an experimental point of view.  

 An integrated deployment of the IoT with SDN and 
Fog/Cloud computing has been recently demonstrated in [12] 
where the major focus has been however given to the coordi-
nated deployment of VMs in the Cloud along with connectiv-
ity paths in the network, while the orchestration capability in 
terms of adaptability with respect to the availability status of 
underlying resources has not been addressed as this work 
does. The adaptability is an emerging and relevant aspect of 
orchestration in dynamic service chaining and 5G to adjust 
the provisioned services according to many ever-changing 
contextual data [5][13]. Indeed, in [14] the need of a moni-
toring framework is stated in dynamic service chaining to 
manage resource utilization and to enhance QoS provisioning 
to the users and applications through adaptive operations. In 
particular, traffic engineering operations are required that, 
based on collected network monitoring information, assess 
the performance of existing service chain paths and, in case, 
re-arrange the network settings to prevent QoS degradations 
[14]. A number of research works has been devoted to net-
working aspects of service chains, such as [15] [16] [17] 
providing SDN-based traffic steering solutions, and [18] [19] 
elaborating on NFV orchestration over SDN networks. How-
ever, none of them addresses the adaptability side of the or-
chestration process to prevent congestions or QoS degrada-
tions and to assure proper service level to applications as this 
work does. As far as our knowledge, SDN-based orchestra-
tion (i.e., adaptive) functions spanning IoT, Cloud and Edge 
network domains has not been neither investigated nor 
demonstrated yet. 

III. 5G OPERATING PLATFORM: REFERENCE SCENARIO AND 

ARCHITECTURE 

 The increasingly availability of miniaturized systems 
with more powerful capabilities and the pervasive diffusion 

of ultra-broadband networks, portend a scenario with a float-
ing “fog” of interconnected smart devices and terminals (i.e., 
sensors, robots, smart cars, autonomous machines) providing 
services for different application scenarios (e.g., smart cities, 
industrial automation). Terminals in the “fog” will be an in-
tegral part of the network, in many cases creating and using 
sub-networks by themselves. Moreover, the ever-growing 
availability of open source software, the cost reduction de-
rived from software virtualization techniques and the increas-
ing processing and storage capabilities of IT systems, are 
leading to the cloudification of many device capabilities and 
services  to exploit flexibility and scalability features typical 
of cloud computing (i.e., Cloud Robotics, Edge/Fog Compu-
ting). On the other hand, SDN and NFV emerged as the 
breaking technologies for the telecommunication industry 
since they bring the use of standard hardware, cloud compu-
ting technologies and on-demand provisioning mechanisms 
into Telco deployments resulting in a convergent network-
cloud ecosystem [20].  

 This generalized cloudification process, i.e., Softwariza-
tion, will make the major impact at the Edge of current tele-
communication network infrastructure. As shown in Fig. 1, 
Edge networks, besides feeding wired/wireless access net-
works and aggregating traffics from users, will also include 
distributed micro-clouds of generalized Virtual Functions 
(VFs) running on standard hardware (i.e., servers) deployed 
in small datacenters and providing computational, storage 
and network capabilities (e.g., data analytics, middlebox ser-
vices) according to the “as-a-service” paradigm in support of 
Fog and Edge Computing, Cloud Robotics, NFV clouds. 

 

Fig. 1. Reference Scenario for 5G Operating Platform 

 As result of virtualization properties, e.g., self-contained 
service abstraction, heterogeneous resource capabilities of-
fered by VFs can be uniformly exposed as service compo-
nents with APIs and dynamically composed in the process of 
end-to-end service delivery. Indeed, an end-to-end service 
can be addressed as a composition of VFs, properly chaining 
application services (e.g., data analytics) as well as network 
services capabilities (e.g., virtual middlebox such as deep 
packet inspection) required to properly process the applica-
tion data flow [13]. The composite set of VFs (i.e., service 
chains) are executed in a “slice” which is made of a set of 
logical resources (e.g., VMs or Containers) interconnected by 
a set of virtual links (e.g., Virtual Networks). This definitely 
requires that the abstraction process in terms of VFs will be 
coupled with the optimal selection, composition and provi-
sioning (i.e., orchestration) of VFs [29]. Moreover, such 



orchestration mechanisms should not only rely on controllers 
for SDN (e.g., ONOS) and Cloud (e.g., OpenStack) but also 
other infrastructure controllers related to edge devices (e.g., 
IoT frameworks) and smart terminals (e.g., Robot Operating 
System). On the other hand, the use of SDN is emerging also 
outside the classic networking domain as demonstrated by 
recent developments for SDN-based IoT and Cloud [23] 
[22]. Thus, SDN can play a key role in harmonizing the con-
trol of network resources and data delivery services across 
Fog/IoT, Cloud/NFV and Edge network domains and in sup-
porting orchestration functions to reliably deliver data flows 
in the Virtual Networks connecting VFs. 

 In such a scenario, we argue that the effective and reliable 
provisioning of 5G services should rely on a real-time 5G 
Operating Platform able to handle the heterogeneity and dy-
namicity of the 5G infrastructure as a flexible environment of 
virtual resources to orchestrate in a generalized way [5]. The 
real-time Operating Platform acts as an overarching 
orchestration framework operating over different infrastruc-
ture domains, i.e., IoT, Cloud/NFV and SDN Edge Network1, 
where complex adaptive methods and systems, integrated 
management and control functions as well as generalized 
orchestration workflows are put in place as required by 5G 
scenarios [30]. The reference architecture and the main build-
ing block for the envisaged Operating Platform for 5G is 
depicted in Fig. 2. The real-time Operating Platform lies on 
top of resource infrastructure managers/controllers (i.e., IoT 
device manager, Cloud controller, SDN controller) thereby 
technology-specific capabilities of a different set of resources 
are offered to and handled by the Operating System (e.g., 
forwarding table set-up or traffic statistic collection at an 
SDN switch, VM set-up, IoT device monitoring).  
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Fig. 2. Reference architecture and building blocks  

 While operating on top of abstracted service components, 
the Service Orchestrator(s) are in charge of the end-to-end 
service provisioning according to the application-specific 
logic (e.g., environmental temperature service) while ad-
dressing specified users’ service requirements (e.g., reliable 
data repository, confidentiality). In the context of a specific 
user service request, Service Orchestrator(s) may cooperate 

                                                           
1 For sake of clearness of the picture and without lack of generality, smart 
terminals (i.e., robots) and mobile/5G access networks are not included 
neither as infrastructure capabilities nor as resource control frameworks. 

to achieve more powerful service capabilities (e.g., tempera-
ture monitoring and video surveillance services along with 
high-available storage or image processing services). Service 
Orchestrator(s) rely on the IoT/SDN/Cloud orchestrators for 
the infrastructural service abstractions and for the invocation 
of services through intent-based interfaces [5].  

 Through the interworking between Service Orchestra-
tor(s) and the IoT/SDN/Cloud Orchestrators, the real-time 
Operating Platform (i) provides an abstraction layer for net-
work, compute, storage resources (e.g., switch/link capabili-
ties, CPU, RAM, disk storage space) that will be logically 
partitioned (i.e.,. sliced) and exposed as service components 
(i.e., VFs, Virtual Networks); (ii) selects, allocates and com-
poses VFs for executing end-to-end services as service 
chains deployed over “slices of resources”; (iii) provisions 
the ordered set of VFs in the selected “slices” by scheduling 
the execution of the software tasks in the VMs and deploying 
Virtual Networks through enforcement of data delivery con-
figurations (i.e., dynamic service chaining); (iv) dynamically 
re-arranges (part of) provisioned VFs/Virtual Networks to 
adapt end-to-end service deployments to the current state of 
the infrastructure thus preventing service degradations that 
might occur as result of the concurrent usage of resources. 

 

Fig. 3. Experimental setup: building blocks  

 As part of the real-time Operating Platform capabilities, 
in this paper we focus on the orchestration at the network 
infrastructure level across IoT, Cloud and Edge network do-
mains while exploiting programmability features offered by 
SDN, i.e., SDN orchestration. In particular, we focus on the 
provision of network paths across domains while adapting 
them based on the switch/link states (i.e., load information) 
to preserve proper data delivery service performance (e.g., 
throughput). 

IV. SDN NETWORK CLOUD AND IOT: EXPERIMENTAL SET-UP  

This section describes the different components devel-
oped for and used in the realization of the convergent SDN 
infrastructure across IoT, Cloud and Edge Network domains. 
The SDN Edge Network serves as an interconnecting/transit 
domain between the SDN-WISE network and the Cloud re-
source domain. The set-up of building blocks is shown in 
Fig. 3 and detailed in the following sub-sections. 



A. SDN-based IoT domain Set-up  

We implemented the set-up of the SDN-based IoT environ-
ment by leveraging an open-source NOS for IoT [23]. The 
NOS has been obtained by extending ONOS with SDN-
WISE platform [24] to support SDN in wireless sensor net-
works. The extended ONOS controller is able to decide and 
enforce the forwarding paths according to the network topol-
ogy and based on service-related information, thereby opti-
mally selecting the IoT gateways (if there are more than one) 
to send packets. Since service-related information can be 
handled by the controller as well, the gateways can be re-
lieved from being aware of the service hosts the data are to 
be transferred to [24]. Fig. 4 shows the deployment of the 
IoT domain. Additional explanatory labels have been added 
for sake of clearness. In our experimental set-up we have an 
SDN-WISE network composed of 6 nodes representing wire-
less sensors (i.e., sdnwise nodes). One of them is also the 
gateway node (i.e., sdnwise:01:00:01) that connects the 
SDN-WISE network to the SDN Edge Network gateway 
(through entry node of:1).  

B. SDN-based Cloud domain Set-up 

The SDN-based Cloud domain has been set-up using Open-
Stack [21] combined with Simplified Overlay Network Ar-
chitecture (SONA) [22], a set of ONOS application that pro-
vides an optimized and flexible multi-tenant network virtual-
ization service for Cloud environments while relying on SDN 
capabilities. In OpenStack, virtual networking capabilities 
(i.e., multi-tenant VM connectivity) commonly involve the 
coordinated management of (i) virtual L2 and L3 net-
works/subnets connecting VMs across multiple compute 
nodes; (ii) a DHCP server for IP address distribution; (iii) 
virtual routers providing global connectivity and also involv-
ing NAT functionality; (iv) a security group as a set of rules 
to filter traffic flows. Virtual bridges/switches are used to 
connect VM’s virtual interface to the physical interfaces of 
compute nodes and to connect VMs and subnets each other 

and with the external network through virtual routers. Such 
virtual networking capabilities are commonly provided by 
the Neutron component while relying on basic L2 and L3 
networking features without flexible traffic management 
features (e.g., per-flow monitoring, filtering) 

To benefit from improved traffic programmability fea-
tures we opted for ONOS-SONA framework that relies on 
Open vSwitch (OvS) solution as an OF-based, software-
based switching/bridging facility, specifically designed for 
virtualized environments. This allows to benefit not only of 
Linux kernel-level performance, but also of improved traffic 
manageability and programmability as result of SDN-based 
network control plane facility [21]. In fact, according to the 
ONOS-SONA framework, an ONOS controller is in charge 
of programmable network control plane functions (e.g., to-
pology discovery, routing, enforcement of forwarding rules, 
traffic monitoring) along with effective interactions with 
external components, such as Neutron to manage network 
services in more effective way. As result, in our set-up we 
can benefit of VXLAN based L2 tunneling thereby overcom-
ing the 4k limitation of the VLAN based solution used in 
Neutron. Moreover, the communication between VMs locat-
ed in different compute nodes is direct, in each compute node 
just one virtual bridge is created and L2, L3 and DHCP func-
tions are handled in the network controller, without relying 
on a distributed set of agents. In Fig. 5 the ONOS snapshot of 
the Cloud domain attached to the Edge Network is shown. 
Additional explanatory labels have been added for sake of 
clearness. The virtual topology we set-up in the Cloud do-
main is shown in the right side and includes 5 VMs and 2 
OvS switches (i.e., of:a1 and of:a2) connected to a virtual 
router (i.e., of:a3) acting as a gateway node toward the Edge 
Network domain. The VMs are located in two different 
VXLANs (i.e., 192.168.1.x and 192.168.2.x) and are sup-
posed to host either kinds of VFs. The IoT domain is con-
nected through the gateway node (i.e., sdnwise:01:00:01) to 
the Edge network entry node (i.e., of:1). 

 

Fig. 4. ONOS snapshot of IoT set-up 



A.  SDN Edge Network domain Set-up  

 The SDN Edge Network domain has been set-up using 
the Mininet environment (Fig. 5). The topology is composed 
of 9 OF switches (i.e., of:2..9 and of:5284f6753f4c). Two of 
these switches behave as connecting points with the IoT do-
main and the Cloud domain (i.e., of:1 and of:9, respectively). 
The ONOS controller deployed within the Cloud domain is 
also in charge of the SDN Edge network. 

B. SDN Orchestrator  

 As one of the orchestration components of the real-time 
5G Operating Platform, an SDN orchestrator is deployed to 
dynamically adapt data delivery paths connecting VFs de-
ployed across IoT, Cloud and Edge network domains. The 
SDN orchestrator has been implemented as an application 
running on top of ONOS controllers of the underlying re-
source domains. The SDN orchestrator provides network 
service orchestration capabilities that allow for the program-
mable and adaptive provision of data delivery paths, possibly 
through a sequence of VFs, internally represented as end-
points IP addresses. The specific tasks performed by VFs are 
irrelevant for the operation of the SDN orchestrator since 
only connectivity aspects are addressed. The SDN orchestra-
tor exposes a RESTful interface which enables upper-layer 
orchestrators (e.g., NFV orchestrators, context-aware Service 
Delivery Platforms) to directly ask the set-up and the tear-
down of delivery paths connecting specified end-points (also 
traversing a set of VF end-points, if specified) by using in-
tent-based semantics, i.e., prescriptive rather descriptive di-
rectives, without the need to specify technology-specific low-
level details. The provisioning details are then handled and 
coordinated by the SDN orchestrator which maps them into 
specific ONOS-compliant queries for the controllers. In turn, 

the underlying controllers handle the low-level directives 
(i.e., OF messages) to switches. Moreover, the SDN orches-
trator offers adaptation capabilities for the established paths 
(i.e., path redirection) to recover from congestion events 
(e.g., service outages or degradation events) that are possible 
when a concurrent resource usage takes place. To this pur-
pose, the SDN orchestrator collects traffic statistics from the 
switches and elaborates them to evaluate their current load. 
This redirection feature regulates the use of network re-
sources while preventing that service degradations are per-
ceived by users. Further details on the SDN orchestrator can 
be found in [26]. 

V. EXPERIMENTAL VALIDATION 

The goal of the experimental validation is to demonstrate 
the capability of the SDN orchestrator to promptly react to 
significant changes in the availability status (i.e., conges-
tions) of the network switches/links by adapting paths in or-
der to prevent performance (e.g., data throughput) degrada-
tions due to the concurrent usage of network resources across 
domains. If a throughput degradation occurs at a specified 
switch, this is detected by the SDN orchestrator based on 
background collected statistics (i.e., the measured throughput 
is higher than a given threshold). Consequently, the SDN 
orchestrator redirects the paths (or part of thereof) traversing 
the congested switch throughout other less used switches. 
This redirection of paths demonstrates the adaptation capabil-
ities of the SDN orchestrator in the re-arranging the paths 
based on the switch availability status (i.e., load) thereby 
providing reliable data delivery in dynamic service chaining. 
It worth pointing out that this validation aims at demonstrat-
ing the proper operation of the redirection feature in an ex-
perimental testbed composed of different resource domains 
according to 5G scenarios. As for the effect of such operation 
in terms of switch utilization, a preliminary evaluation is 
shown in [26] using an emulated SDN domain, where we 

 
Fig. 5. ONOS snapshot of Cloud and Edge Network set-up 

 
Fig. 6.  Throughput measured at switch of:4 (a), switch of:2 (b) and switch of:a1(c) 



demonstrated the effectiveness of the redirection in terms of 
load-balanced network resources usage and limited overhead. 

To demonstrate path adaptation capabilities, we firstly 
set-up a number of delivery paths that traverse the three do-
mains. The paths start from an end-point in the IoT domain 
(the IoT gateway node sdnwise:00:00:00:01:00:01), run 
through a given number of switches in Edge and Cloud Net-
work domains and then end at one of the end-points (i.e., 
VMs) in the Cloud domain (e.g., 192.168.1.26, 192.168.1.27, 
192.168.1.28, 192.168.2.2, 192.168.2.3). The end-points are 
chosen randomly among those available. Indeed, without 
lack of generality, it is assumed that the VMs run the same 
type of VFs and that they can be indifferently selected from 
the point of view of the application (e.g., NFV orchestrator).  

Once the paths are established (i.e., flow entries are installed 
in the switches), we start sending data traffic. During the 
time of the experiment, the SDN orchestrator periodically 
collects, aggregates and elaborates monitoring data (i.e., 
throughput) on peer-switch basis for all the switches in the 
three domains. Fig. 6 plots the measured throughput using 
the Wireshark tool [27] at relevant ports of the switches of:4, 
of:2 and of:a1. Results show that when we start sending the 
traffic, the throughput increases in the switches of:4 and 
of:a1. As we cause a congestion at switch of:4 (at 150s), the 
redirection of paths involving that switch is triggered by the 
SDN orchestrator. As result, the throughput is nullified in the 
switch of:4 while it starts increasing in the switch of:2. Final-
ly, the throughput at the of:a1 remains stable. However, at 
the redirection time, we notice a small degradation: this cor-
responds to the interval of time in which the orchestrator 
deletes all the flows traversing the switch of:4 and starts redi-
recting them through the switch of:2. Results also show that 
the redirection operation takes a very short time (in the range 
of tens of milliseconds) with a loss of packets that can be 
estimated in the order of bytes that is the penalty to pay to 
avoid more persistent service degradations due to packet 
drops at congested switches. Actions to mitigate this penalty 
are planned as future works. 

VI. CONCLUSION 

 In this work, we have presented an experimental set-
up of a convergent 5G service scenario involving IoT, Cloud 
and Edge network, all featured by SDN capabilities. The set-
up included an SDN orchestrator able to recover from 
congestion events at network switches through the 
redirection of paths traversing congested switches/links that 
are detected relying on continuous monitoring of throughput 
data. Such adaptability feature has been demonstrated using 
the presented experimental set-up as one of the relevant 
capability of a real-time Operating Platform able to provide 
service assurance in the envisioned 5G scenarios.  
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